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Year 3: Internet Safety Grades 9 - 12

Preparation: Review complete lesson before beginning instruction.
Preview the video links; they will support discussion of the main points in this lesson plan.
What you will need: Copies of Teen Quiz, Digital Media Questionnaire, Apps Footprint (1 per group), 7 Virtues with teacher's
guide - pens/pencils - writing surface & take-home pages.

Activities and Timeline:
Opening Prayer: Serenity Prayer (2 minutes)

Activity #1: Activity Student Worksheet #1: Teen Social Media Quiz (5 minutes)
Video: "Curated Lives: Teen Voices: Who Are You on Social Media?" (5:13 minutes)

Activity #2: Activity Student Worksheet #2: “Digital Life Questionnaire” with Teacher's Guide (20 minutes)
{Use: One Digital Life Footprint for each group of 5 or project image on screen}

Activity #3: Student Worksheet #3 “A call to Action" Blank Phone and Personal Reflection Sheet (15 minutes)

Video: 5 Tips for Cybersecurity Safety (5:45)

Activity #4: VIRTUES and Using Them with my Social Media Life (10 minutes)
Closing Prayer / Distribute Parent Take Home Handouts (5 minutes)

Overview of Lesson Plan:

Principle: Learn to set limits and be in control of their decisions and choices online. To be Smart, to be safe, to use
discernment in developing their Cyber Profile, learn to use it in a more positive way, to be able to reflect
our Catholic values to not limit their future careers, and to get adult help and advice as needed.

Catechism: #2496 The means of social communication (especially the mass media) can give rise to a certain passivity among
users, making them less than vigilant consumers of what is said or shown. Users should practice moderation and
discipline in their approach to the mass media. They will want to form enlightened and correct consciences
the more easily to resist unwholesome influences.

#1804 Human virtues are firm attitudes, stable dispositions, habitual perfections of intellect that govern our actions,
order our passions, and guide our conduct according to reason and faith.

#2252 Parents have the first responsibility for the education of their children in the faith, prayer, and all the virtues.
They have the duty to provide as far as possible for the physical and spiritual needs of their children.

Goal: Empower young people with the tools and knowledge they need to become advocates for themselves
and others whenever they encounter “dangers” online. We want to encourage them to be responsible
online and communicate anything that makes them feel uncomfortable, scared or confused. To assist
parents/guardians in helping their children make safe and appropriate choices when navigating their
social media lives.

Objectives:

To evaluate the content and time spent online.

Identify and protect their personal information.

Recognize the importance of the need to establish limits and control in using social media.
Understand the impact and permanency of what they text, share, tweet and post online.

To give them the tools to use their faith in action.

How to discern inappropriate material and how to communicate concerns to a safe adult.
Communicate what they have learned in the lesson, with their parents/guardians.



https://www.commonsense.org/education/digital-citizenship/lesson/curated-lives
https://youtu.be/ZOtQ21hXJ7k

Year 3: Internet Safety Grades 9-12

IOpening Prayer: God grant me the Serenity to accept the things I cannot change:
Courage to change the things I can: and
Wisdom to know the difference. Amen

ACTIVITY #1: Social Media Quiz & “Curated Lives: Teen Voices: Who Are You on Social Media?” VIDEO
(5:13 MINUTES) (10 minutes)

This activity will help the students evaluate their social media usage. Give each student a copy of activity #1
as they come in and give them about 5 minutes to fill it out. This activity is meant to open up the topic and
begin with some fun.

o
% O Zorless
media accounts o W0+
O 1don't even know

Don't care - you don’t really follow the crowd
Chat with your mom,/dad because they have to approve DLs
Wt o see what your friends say about it

You...

ee ocidgl eJ
T n s i M i‘ Quiz Check how many of o E-Reader O Smart watch
these you have. O MP3 player O Gaming station
What type of | A Couldn'timagne 2 day without my phone! Circle the ones you g Em;': ﬂgﬂ‘ 3 2 smple F‘?Jﬂti
Internet user B. Social Media is not a huge part of my hfe. use the most. LT ommpuber/laptop
are you? Which one are pow™ A or 57
O Everyday
. ; How oftendoyou| C Oriuforschodl
How many hours a g SDT:“[“ toan Thour i y O Onlywhen] signup fer a new account or an app
: 1-2hrs use email? en my phone that requires it
gy arere iddeoes Dti2 38 e | O Thae it but] don't check it unless 1 have to
or using your cell O 3-4hrs
phone? O 4+~ my phong never leaves me |
Have you ever run
inte a wall because m m
- O Under my Fn]luuu_rh::rq‘!nq}' you were looking
Where is your cell O Next tomy bed charging and 6l on down at yeur phene . —
Phnﬂe whenyouare u] Inmybmn.:tt?ﬂmc—]i'allusl;.:pu'ilhu while walking? 1
O Inmy parents’ room so 'm not on it
HSIEEP? O Charging next to me but furned off
O Sometimes 1 don't even know o Already have it - you aluoys have i first
Everyone isfalking| o Download it - cverybody's using #, & must be okay
' 2 & O out just to sex w! i .
How many social Zor3 about this new app. : Chedk it out just to see what cveryone’s talking about
(=]
0

do you have?

N 5 O Toke it and share your resutts
O Friends mosthy, mmr.a fammay When i'ﬂmeﬂl-'le O Take it but don’t share the results
Who do you talk fo] o Anonewhowill talktome sends you a link to O Text i toafriend
the most online? 1 e gun, i a funny quiz, you O Post it on FB/ Tuwitter finstagram efc._
O Strangers on forums or chat reoms '+ it O Postit, depending on what it & and i it
can I wait 19... should be shared -it might not realty be funmy!

O Listening bo musc
0O Gatang

O Texting with friends
O Googling
O
o
o
o

O Well.... OK, now Thave an extuise to ignore people for awhile
0 What? Nooooooooo, T'm gonna die™

0 So unfair - My parents are 5o mean!

O A week?? Ok, 1 con do this - breathe.

0 Whatever, 'l just use my friend's phone.

O That's what tabiets are for ~ 1 can get arcund my parentz

You spend most of
your time online...

Social media posting and sharing
Watching YouTube videos

Tn chat rooms

Researching for school or information

“Teen Voices: Who Are You on Social Media?” VIDEO (5:13 MINUTES)

Curated Lives: Teen Voices: Who Are You on Social Media
https://www.commonsense.org/education/digital-citizenship/lesson/curated-lives

Media?
Student Video
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Year 3: Internet Safety Grades 9-12

ACTIVITY #2: Activity Student Worksheet #2: “Digital Life Questionnaire" Footprint (20 minutes)

Presenter’s
Instructions:

This is a group activity. Place one footprint in the center of each group (or you may project it onto a screen)
and give each student a copy of the question sheet. Give the students about 5 minutes to use the footprint
or their personal knowledge to complete the worksheets. Collect and SAVE ALL footprints for next
lesson. These are not meant to be passed out to the students.

When the students are finished, use the App guide from Smartsocial.com (you may print it out), as your
guide to review each question and pose the discussion questions (in red) to the whole group. This is where
you may get other apps or even some more dangerous apps brought up. SmartSocial lists all the apps in
Green Zone, Yellow Zone, or Red Zones. Be cautious with conversation about apps in the Red Zone, letting
the students know as these are places students should not be in. This is a very fluid topic and it changes
constantly. The footprint does not depict all the current apps. It is only a starting point; each group is also
different. It is very important that you have a base knowledge but use the kid’s knowledge as well. Use
caution in teaching too much information that some teens may not know yet. Don't let the topic run away!
Teens will want to shock you, but just keep to the lesson and discuss other issues one-on-one after class.
PLEASE don't let footprints go home!

Activity#2 Footprint and Worksheet

Your Digital Footprint

T80 st tsehnalogy safely, respeetully and respoesibly

Digital life (Examples)

A digital foutpeint i a truil of ‘foetprinty’ that you heave behind you every time you go online.

ur 17 (interret

ways you u
gital focrint with yo

OO0,

isappeare
already!

Activity #2 Teacher’s Answer Key

Activity#2 Digital Life Questionnaire

Digital Lise F int: A &
L. . . . Teacher's Guide
Digital Life questionnaire ~©90)

Blue = Possible answers but there will be others mentioned : ’&
- Red = Discussion questions e
1. Name some apps that are sites meant for public sharing of

opinions, current affairs, crafts or what you ate for dinner.

1 pps that
affairs,
. crafts /hobbies or what you ate for dinner.
2. Whatapps do you have to check the box that you are 17 or older for? Facebook  Twitter  Snapchat Instagram  WeChat Pinterest
What do you think is too much information to share online?
2 have fo

3 are some a at have bec e s cyber box that 17 or older for?
3. What are some apps that have become forums for cyber bullying? ichappsdoyou boxthatyouare 17 orolder 02 - eehool Lo,

Why ne apps?

3. Which apps have

cyber bullying?
4. Name some apps that allow you to "chat” with strangers or go on "live" at any time. Kik - {EuonK % e

witter  Afterschool

5. What "ghost” or vault apps can you use to hide other apps from your parents,
teachers, or others?

6. What apps can be dangerous if used for pornography, sexting or other unsafe
activities?

7. Which apps will help you build a positive cyber profile/image? we? Isitlegal to

o
ZeeMee.
8. What are some fun music or gaming apps?

AngryBirds  Soundcloud

To obtain information on the most current apps and the zones, please visit
Josh Ochs prior to your class: (It matches the footprint below)
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Year 3: Internet Grades 9-12

ACTIVITY #3: Student Worksheet #3 “A call to Action Blank Phone” Activity / Small Group Discussion (5/10 minutes)

Use this activity if you happen to have more time and need an extra activity - otherwise please send this activity sheet home
with the students. OR it can be used at a later date in class. Each student will take home the Reflection Sheet to use on their
own or with their parent/s to share what they learned in class.

A Call to Action - Your Phone - Your Media
Personal Reflection Sheet

This is your digital footprint. The picture that represents you to your parents,

friends, scholarship board, future college, and future employerds. What doyou [Food for Thought[|~ Goals for Using Social Media
loak like right now? braw or write the apps and social media that you arc
currently using. Is it all good? What changes could you make to present a After what | learned today, what changes can | make to my digital habits?

"better version” of yourself? Cross ou+H+h¢ apps that are bad,over your

age.or causing you fo waste fime or be distracted from your studies or family Can | cut my internet. texting. chatting. gaming time in half? Can | set

some time limits for my online time?

%+ N N
/_ \ . 4 e Can | remove some of the 2pps on my phone? Are there some apps that |
4 ) ) should stop using NOW?
—

activities.

Have | Googled my name larely? What does my cyber foorprint look like?

What apps will help me build a positive Google search and cyber profile?
’ What will | do with the time that | free up? For example, spend more

time on homework /studying? Spend some time with my family?

L
,( Can | take my phone. tablet. computer etc... and show it to anyone:
i a friend. sibling, parent. teacher? Nothing to hide!

Will | honestly consider reporting something online like a "threat to
life." o protect a friend. even if they get mad for awhile?
L1

Will I resist bullying and sharing unnecessary things or images online?

Will | respect myself and others and get adult help when | need it -
before | get into trouble? Will | speak up when something is wrong!
090
% Can | use the values |'ve been taught by the Church and my parents to
ol share my faith online and in person?

Capyright & 2015, Archdlocese of Los Angeies In Gallaboraton, Rtrda Storey, DRE

5 Tips for Cybersecurity Safety brought to you by Mayim Bialik



https://www.youtube.com/watch?v=ZOtQ21hXJ7k

Year 3: Internet Grades 9-12

| ACTIVITY #4: VIRTUES and Usineg Them with mv Social Media Life (10 minutes) |

Directions: Introduce the worksheet by telling students that the information they are given about our Catholic virtues
can be applied to how they use their social media accounts. Read the top portion aloud to the whole class, then have
them read each Virtue and answer the questions by checking the appropriate box. After they are 6finished, use the
teacher's guide to review each Virtue with them asking the questions in red.

Activity #3 Student worksheet Activity #3 — Teacher’s Answer Key

VIRTUES and Using Them With my Social Media Life

A Virtue is a "habit of deing good”, A prudent persen determines and directs
his/her conduct in accordance with their best judgment. ccc- 1803-15¢5

VIRTUES "~ Living Them On-line

AVirtue is a "habit of deing good”. A prudent person determines and directs
his/her conduct in accordance with their best judgment. ccc- 1803-1845
As you prepare for Confirmation, the 4 Cardinal and 3 Theological Virtues can help guide

As you prepare for Confirmation, the 4 Cardinal and 3 Theological Virtues can help guide . ; - -
you in how you use social media and create your cyber profile. We reflect what we post!

you in how you use social media and create your cyber profile. We reflect what we post!
Teacher's Guide

Do I show prudence in

Yes No Sometimes Prudence - Taking all of

Have you or someone you know

Prudence - taking all of the
facts, weighing them and
then doing not necessarily
what is easiest, but what is
wisest, and Godly.

Do T show prudence in
making the wisest choice in
what I post, text, chat,
snap. and share on social
media?

Justice - Seeking the
qgood, honoring God and
neighbor.

Do I gauge my actions when T
am angry or upset and want to
post something I shouldn't or
may regret later?

Fortitude - Strength fo
resist temptation, doing
what is right with
courage and patience.

Have T ever gotten into content
that made you feel
uncomfortable. scared or
confused? Who can T go to if T
need to talk?

Temperance - Balance in
use of created things,
using them in moderation
& for good.

Do T moderate my time on
social media - creating a
healthy balance of real secial
time vs. social media time?

Faith - Belief in God &
belief in all He has said &
revealed to us.

Do I share my faith online
and in school? Am I willing to
stand out as a Catholic?

Hope - Trusting God's
promises in prayer and in
work for justice.

Do I trust in God and prayer
to guide me in my decisions
and cheices I make every day,

ially online?
Charity - The giving of | Am T able to stand up for
oneself for the caring of | what is truly right and just>
others' needs. Do I show charity when

someane is in distress?
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the facts, weighing them &
then doing not necessarily
what is easiest, but what is

making the wisest choices
in what I post. text, chat
snap, and share on social
media?

wisest, and Godly.

posted something that was
regretted later?

Justice - Seeking the
good, honoring God and
neighbor.

Do T gauge my actions when T
am angry or upset and want to
post samething I shouldn't or
may regret later?

‘Why do you think people post
Inappropriate messages and
Pictures?

Fortitude - Strength To
resist Temptation, doing
what is right with
courage and patience.

Have I ever gotten into
content that made you feel
uncomfortable, seared or
confused? Who can I go toif T
need to talk?

‘What information and images
Are not ok to post?

Temperance - Balance
in use of created

things, using Them in
moderation & for good.

Do I moderate my time on
social media - creating o
healthy balance of real social
time vs. social media fime?

Do you agres; “The internet is a
tool that has to be used properly.

Faith - Belief in God &
belief in all He has said
& revealed to us.

Lo I share my faith online and
in school? Am T willing to stand
out as a Catholic?

that trust is broken?

Hope - Trusting God's
promises in prayer and
inwork for justice.

Lo I trust in God and prayer to
guide me in my decisions and
choices I make every day.
especially online?

How can things you post online
affect your future? + or-

Charity - The giving of
oneself for the caring
of others' needs.

Am I able to stand up for what
is truly right and just? Do T
show charity when someone is
in distress?

‘Who knows of a story like
Julie’s? What ean you do to help
someone in some kind or
trouble or danger?

Closing Prayer:

End the lesson with a prayer
God desires that we live in peace, respect, and safe from all that might harm us. Therefore, we eagerly
seek His guidance in all aspects of our lives. Let us pray:

Closing Prayer

Come, Holy Spirit, fill the hearts of your faithful. And kindle in them the fire of your love.
Send forth your Spirit and they shall be created. And you will renew the face of the earth.

Lord, by the light of the Holy Spirit you have taught the hearts of your faithful. In the
same Spirit help us to relish what is right and always rejoice in your consolation.

We ask this through Christ our Lord.  Amen.




Year 3: Internet Grades 9-12

Parent Take Home Sheets

Eiting and Resources ‘What Can You Do to Keep Your Child Safe?

+  Taach your child to sngags in constroctive conversation and svedid name-calling or
bullying.

+ Explain what typa of information should never ba shared online.

+ Depending upon theazeand maturity level of vour child, as well as your rlationship
with him orher, you might be able to sxplain why you don’t want your child to acoess

https://www.netsmartz.org https://www.nsteens.org cartzin fypes of material. For pla, the s=x depictsd in woerarhic imases isn't
Explore topics such as cyber bullying and online solicitation with our free collection of online videos. genenlly Ep(’—‘_'_itah"_i ofreal 1_‘ fi_ o o‘l.(Cl‘.ﬂ_shat values; ayoung teen may not
Through animation and real-life stories, NezSmartz.can help you empower the people in your community to TR00ETHTE ﬂ:at differenca without your guidance. X
make safer decisions online. NSteens has real life scenario videos to help teens make better choices. +  Let yourkids know they can come to you for help if they sncounter someone or

something that makes them fosl scarad or uncomfortabla.
Dr. Bennett is a screen safety expert who teaches families how to SCREEN TIME Kasp your children safar by malking sure to limit the bours that yorer child can scosss the intemet
strengthen relationships AND achieve screen sanity. She is founder N TIME == P - o -
and CEO of GerKidslnterneiSafe. and author of Screen Time in the ot omn hiz orhar mobila davi a'l;cr:laL= sure to black =1t=_=.ﬂ:.n\.m_cm: tcaenappwpmthL
Mean Time: A Parenting Guide to Get Kids and Teens Internet Safe using pa(a'r.tal comtrols. Tt is naver too Lata to tall: to your childran amd teems sbout =pps and
and the GKIS Home Starter Workbook. zocisl madia zites that vou fesl = insppropriats for them to be using. With good communication
and a littla halp from wab sitas like Tataanity, Metimanz, ?&M& atho;]:ch . par=nts
can kaap their kids protactad and bal ancad whils gstting the benafits of being online snd uzing a

Join Josh Ochs Next Free Online Safety mobils davies!
R edia Q Webinar - "Smart Social" FREE WEBINAR:
z’:;z‘:";:mar Josh Ochs travels the country teaching students, :u%:"’ :E{‘zl:;}'am © lany apps sllow wsen to communicas with fands by inputting T—
of Kids Age 8-18 schools, and organizations to use their devices with a b their contact information; howsvar, many spps can ba shussd by 2
parents Gt 2 cld ocltmecke foundationto purpose, not just a past time. Watch some of his videos strsmgars and onlina sosl pradators ifthey kave 2 child's email »
on the "good and bad" of apps at SmartSocial.com addrazs of phons number. Even when thare iz no public acces: or
theoption to 2esk out strangers, many kids hand out theiruser
. - namas snd emails on other sites when they think itis afrisnd ofa
‘Www.commonsensemedia.org L L P . b P
.| Common Sense is the nation's leading nonprofit organization friand. This is ona tactic online pradators us2 10 g2in aocas: to mor
COMMON)SENSE’ | edgicated to improving the lives of kids and families by providing the childean. »
media trustworthy information, education, and independent voice they need
to thrive in the 21st century. An app itsalf may not creata any objectionabls contant, but that iz
1ot to say tha user on the other and will not zand somathing
su‘eenngersmnvie.com s a2t your child.

family life and depicts messy struggles over social media, video Mot apps start out & 3.£un way to connact with Siands, but ifthe wseriz not carsful, onlina
games, and academics. The film offers solutions on how we can prdators cam take advantazs of this wall-meaning form of communication. Always o= T oL
help our kids navigate the digital world. child"s activity snd app usage. Ifpossible, wse their appe to familisrize yoursslfwith how it
works. You can alzo chack chat history in the app and seview older videos, making monitoring
pact comvarsations guits simpla.

S% . iy An award-winning film that probes into the vulnerable corners of

When allowing vour child accass to commumnication apps, it iz wiza to snauge that they
undarztand how they wodk, who can =22 theiractivity, and for how long. Teaching them what iz
appropriate to shars over ANY social madia spp will o a long way in preventing dangerous

C Childnet . . &iCovenanttyes’ i
International /4 twlnkl

N \VEB KIDS ConnectSafely

K wisoom BeGINS WITH YoU Smart Socializing Starts Here o=
eKids Com

Online SaFe‘t‘\j Rules

1.1 will not give out personal information such as my address, telephone number, parents'

work ao{dress/‘teiafnhone number, or the name and location of my school.

2.1 will tell my parents or tedcher right away if | come acress dny information that makes
me feel uncomfortable or unsafe.

3. 1 will never agree to meet with dn on-line "friend” off-line (in person) alone. If the person
asking to meetup with me is |egit.ﬂ'\er\ ﬂ'\eg won't mind meeting me with my mom, dad, or
ddult sibling. Unfortunately, sometimes people pretend to be someone they are not.

4.1 will never send a person my picture, (in a school uniform or nr\ﬂﬂ'\ing else) without first
checking with my parents. | will never send a compromising or inappropriate photo of myself,
a friend or even someone | don't like. I will never use photo shop to hurt someone.

5. 1 will not respond to any messages that are mean or in dny way make me feel
uncomfortable. | will not say hurtful things about others or spread/share any kind of
bullying messages.

6.1 will follow family rules that are set for my safety and protection. 1 will be a good online
citizen and not do anything that hurts other people or is against the law.

7.1 will not give out any of my passwords to anyone (not even my best friend). I will keep my
password list current with my parents. When | use a Publlc computer, | will logout of the
accounts I've accessed before leaving the terminal.

8. 1 will check with my parents before downloading or installing software, any App, or doing
anything that could possibly hurt our devises or jeopardize my family's privacy.
9. 1 will remember that there is absolutely nothing that is private online. Delete simply medans

I cannot see it dnymore - it can still be in the Cloud or in someone's screen shot.

10. 1 will remember that my parents and teachers just want me to be safe and protected. |
will remember that my digltu\ Profile is what Peap|e will see when | want a snl’\ulnrshlP.‘to get
into a cu\leg,e, or my Future}oh

11. 1 will learn more about online safety and help my parents and siblings stay informed and
safe too.
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Activity #1 — Teen Social Media Quiz

What type of A. Couldn't imagine a day without my phone!
Internet user B. Social Media is not a huge part of my
are you? life. Which one are you?! A or B?

How many hours a
day are you online
or using your cell
phone?

Where is your cell
phone when you're
asleep?

OoOooodgao

How many social
media accounts
do you have?

O0Ooogaod

Who do you talk to
the most online?

1

30 minutes to an 1 hour

-2 hrs

2 -3 hrs
3 -4hrs
4+ ~ my phone never leaves me

Under my pillow (charging)

Next to my bed charging and still on

In my bed next to me - I fall asleep with it
In my parents' room so I'm not on it
Charging next to me but turned off
Sometimes I don't even know

2o0r3

8 or less

10+

I don't even know

Friends mostly, sometimes family
Anyone who will talk to me
Other gamers

Strangers on forums or chat rooms

You spend most of
your time online...

© 2022, Archdiocese of Los Angeles, Office of Safeguard the Children
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Listening to music

Gaming

Texting with friends

Googling

Social media posting and sharing
Watching YouTube videos

In chat rooms

Researching for school or information



Check how many of E-Reader O Smart watch
these you have. MP3 player O Gaming station
Circle the ones you Smart phone O A "simple phone"
use the most. Tablet/iPad 0 Computer/laptop
- O Everyday

How often do you 0 Only for school

g O Only when I sign up for a new account or
use email? an app on my phone that requires it
| ! O Thave it but I don't check it unless I have to!

Have you ever run
info a wall because
you were looking

down at your phone
while walking?

O Already have it - you always have it first
Everyone is falking 0 Download it - if everybody's using it, it must be okay
about this new a O Check it out just to see what everyone's talking about
- PP: O Don't care - you don't really follow the crowd
YOI.I.. 5 O Chat with your mom/dad because they have to approve DLs
O Wait to see what your friends say about it

Take it and share your results
Take it but don't share the results
Text 1t to a friend

When someone
sends you a link to
Post it on FB/Twitter/Instagram etc...

a funny quiz, you
; 4 ? 2/ Post it, depending on what it is and if it should
cant wait to... be shared - it might not really be funny!

OoOooon

O Well.... OK, now I have an excuse to ignore people for
awhile

O What? Noo000000o, I'm gonna die!!!

punishment for O So unfair - My parents are so mean!
something you di 0 A week?? Ok, I can do this - breathe.

What is your r 0 Whatever, I'll just use my friend's phone.

O That's what tablets are for ~ I can get around my parents.

ents took your
phone away as
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What type of A. Couldn't imagine a day without my phone!
Internet user B. Social Media is not a huge part of my

are you? life. Which one are you more like?!
AorB?

How many hours a
day are you online
or using your cell
phone?

Did you know that there are apps for your phone
that keep track of how long you're on social media?

Cell phones tend to get hot and have caused fires under

Where is your ce" pillows! Fun fact...Did you know that cell

’ phones actually deprive you of sleep. Studies suggest that
Phone When You re staring at your screen before bed can keep you awake longer

asleep?

due to the blue light that is projected.

How many social
m ed ia accou nits Get some general reactions
do you have?

Get some general reactions

f fhe mosf onllne‘-’"

O  Listening to music Gaming
f O  Texting with friends Googling
You 5 Pen d mOSt o O Social media posting and sharing Watching
YouTube videos

your time online... | o ;oo

- O Researching for school or information
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Check how many of
these you have.

Get some general reactions

Circle the ones you
use the most.

HOW Oﬂ'el'l dO YOl.I 1 Getsome general reactions
‘use email? 3

Have you ever run
into a wall because e He.
you were looking

down at your phone
while walking?

Get some general reactions

When someone

sends you a link 10 . ot i
a funny quiz, you

can’t wait to...

Get some general reactions
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Activity #2 — Digital Footprint

(zreen Zone

IGrey

Red 2one

This is just a snip of
what is out there. It
is NOT everything.
Please use the
following
questionnaire sheet
and add in other
apps that you know
about or use that are
not listed. Some may
have even
disappeared
already!
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Digital Life

** Please note that if
you have been
exposed to anything
that makes you feel
uncomfortable,
scared or confused
PLEASE tell a parent
or safe adult who can
help guide you.




[\

9}

Activity #2 — Digital Questionnaire

. Name some apps that are sites meant for public sharing of opinions,
current affairs, crafts or what you ate for dinner.

. What apps do you have to check the box that you are 17 or older for?

. What are some apps that have become forums for cyber bullying?

. Name some apps that allow you to "chat" with strangers or go on "live" at any time.

. What "ghost" or vault apps can you use to hide other apps from your parents, teachers, or
others?

. What apps can be dangerous if used for pornography, sexting or other unsafe activities?

. Which apps will help you build a positive cyber profile/image?

. What are some fun music or gaming apps?
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Digital Life Footprint: Answers & Questions

Teacher's Guide

Blue = Possible answers but there will be others mentioned
Red = Discussion questions

1. Name some apps that are sites meant for public sharing of opinions, current affairs,
crafts/hobbies or what you ate for dinner.
Facebook Twitter Snapchat Instagram WeChat Pinterest

What do you think is too much information to share online?
2. Which apps do you have to check the box that you are 17 or older for?
iFunny Monkey Tinder Blendr Ogle Omegle Live.me Afterschool MyLOL

Why do you think there's an age limit on some apps?

3. Which apps have become forums for cyber bullying?
Kik iFunny GroupMe Snapchat Twitter Afterschool

Have you ever experienced any cyber bullying? What did you do about it?

4. Name same apps that allow you to "chat" with strangers or go "live" at any time.
Lively Live.me Monkey Yubo YouNow Discord Facebook Instagram

What are some dangers of open chat rooms? Who do you go to if you are asked to do something
inappropriate or dangerous? Should you meet online "friends" offline?

5. Which "ghost" or vault apps can you use to hide from your parents, teacher, or others?
Poof Calculator% Clock SecretLock Vault

Why do we need to hide certain content?

6. Which apps are dangerous, pornographic, used for sexting, or are unsafe?
TumblrHooked Blendr Ogle Omegle Live.me

Do you think these types of apps follow our faith and how we should behave? Is it legal to share, post
or send pornographic images?

7. Which apps will help you build a positive cyber profile/image?
Facebook LinkedIn Pinterest Blogs ZeeMee

Why is this so important to your future?

8. What are fun music or gaming apps?
Spotify Pokemon Go Fortnite Angry Birds Soundcloud
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Activity #2

Your Digital Footprint

I can use technology safely, respectfully and responsibly.

A digital footprint is a trail of footprints’ that you leave behind you every time you go online.

Most of the websites you visit will record your visit by taking a note of your IP (Internet
Protocol) address. This is a set of numbers which is unique to your computer.

Think about the ways you use the Internet. Do you visit websites? Do you message friends? Do
you download music or post photographs?

Complete your digital footprint by adding all the ways you use the Internet, including what
websites you visit regularly. Compare your digital footprint with your friends and family.

O00p
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Activity #3
Your Digital Footprint ~ Where Will Yours Lead?

This is your digital footprint. The picture that represents you to your friends, parents, scholarship
board, future college, and future employer/s. What do you look like right now? Draw or write the
apps and social media that you are currently using. Is it all good? What changes could you make to
present a "better version" of yourself? Cross out the apps that are bad, over your age, or
causing you to waste time or be distracted from your studies or family activities.
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Activity# 3

Personal Reflection Sheet
"Food for Thought"~ Goals for Using Social Media

After what I learned today, what changes can I make to my digital habits?

Can I cut my internet, texting, chatting, gaming time in half? Can I set some
time limits for my online time?

Can I remove some of the apps on my phone? Are there some apps that I
should stop using NOW?

Have I Googled my name lately? What does my cyber footprint look like?
What apps will help me build a positive Google search and cyber profile?

What will I do with the time that I free up? For example, spend more time on
homework/studying? Spend some time with my family?

Can I take my phone, tablet, computer etc... and show it to anyone: a friend,
sibling, parent, teacher? Nothing to hide!

Will I honestly consider reporting something online like a "threat to life," to
protect a friend, even if they get mad for a while?

Will I resist bullying and sharing unnecessary things or images online?

Will I respect myself and others and get adult help when I need it - before I
get into trouble? Will I speak up when something is wrong!

Can I use the values I've been taught by the Church and my parents to share
my faith online and in person?

© 2022, Archdiocese of Los Angeles, Office of Safeguard the Children



Activity #4

VIRTUES ~ Living Them On-line

A Virtue is a "habit of doing good". A prudent person determines and directs his/her conduct in accordance
with their best judgment. CCC - 1803-1845

As you prepare for Confirmation, the 4 Cardinal and 3 Theological Virtues can help guide you in how you use
social media and create your cyber profile. We reflect what we post!

Prudence - taking all of the facts,
weighing them and then doing not
necessarily what is easiest, but
what is

wisest, and Godly.

Do I show prudence in making
the wisest choice in what I post,
text, chat, snap, and share on
social media?

Yes

No

Sometimes

Justice - Seeking the good,
honoring God and neighbor.

Do I gauge my actions when I
am angry or upset and want to
post something I shouldn't or
may regret later?

Fortitude - Strength to resist
temptation, doing what is right
with

courage and patience.

Have I ever gotten into content that
made you feel uncomfortable,
scared or confused? Who can I go
to if I need to talk?

Temperance - Balance in use of
created things, using them in
moderation

& for good.

Do I moderate my time on
social media - creating a
healthy balance of real social
time vs. social media time?

Faith - Belief in God & belief in
all He has said & revealed to us.

Do I share my faith online and
in school? Am I willing to stand
out as a Catholic?

Hope - Trusting God's promises
in prayer and in work for justice.

Do I trust in God and prayer to
guide me in my decisions and
choices I make every day,
especially online?

Charity - The giving of oneself
for the caring of others' needs.

Am I able to stand up for what
is truly right and just? Do I
show charity when someone is
in distress?
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Activity #4 — Teacher(s) Answer Key
VIRTUES and Using Them With my Social Media Life

A Virtue is a "habit of doing good". A prudent person determines and directs his/her conduct in
accordance with their best judgment. CCC - 1803-1845

As you prepare for Confirmation, the 4 Cardinal and 3 Theological Virtues can help guide you in how
you use social media and create your cyber profile. We reflect what we post!

Teacher's Guide

Prudence - Taking all of the
facts, weighing them & then
doing not necessarily what is
easiest, but what is

wisest, and Godly.

Do I show prudence in making
the wisest choices in what I
post, text, chat, snap, and share
on social media?

Have you or someone you know
posted something that was
regretted later?

Justice - Seeking the good,
honoring God and neighbor.

Do I gauge my actions when I am
angry or upset and want to post
something I shouldn't or may regret
later?

Fortitude - Strength to resist
temptation, doing what is
right with courage and
patience.

Have I ever gotten into content that
made you feel uncomfortable,
scared or confused? Who can I go
to if [

need to talk?

Why do you think people post
[nappropriate messages and
Pictures?

What information and images
Are not ok to post?

Temperance - Balance in
use of created things, using
them in

moderation & for good.

Do I moderate my time on social
media - creating a healthy balance
of real social time vs. social media
time?

Do you agree; “The internet is a
tool that has to be used properly.
like a knife, it’s very helpful but it
can also hurt you.”?

Faith - Belief in God &
belief in all He has said &
revealed to us.

Do I share my faith online and in
school? Am I willing to stand out as
a Catholic?

How hard, or easy, is it to trust
someone? What happens
when that trust is broken?

Hope - Trusting God's
promises in prayer and in
work for justice.

Do I trust in God and prayer to guide
me in my decisions and choices I
make every day, especially online?

How can things you post online
affect your future? + or -

Charity - The giving of
oneself for the caring of
others' needs.

Am [ able to stand up for what is
truly right and just? Do I show
charity when someone is in
distress?
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someone in some kind or
trouble or danger?




Parent Take Home Resources

Citing and Resources

https://www.netsmartz.org

Online erhj foals for
educators, pqrenis &kids % [ %
3 ‘ : ’ eenNs
r"" ‘1

https://www.nsteens.org

Explore topics such as cyber bullying and online solicitation with our free collection of online videos. Through
animation and real-life stories, NetSmartz can help you empower the people in your community to make safer
decisions online. NSteens has real life scenario videos to help teens make better choices.
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Dr. Bennett is a screen safety expert who teaches families how to SCREE!!_“ME

i strengthen relationships AND achieve screen sanity. She is founder and
G K S CEO of GetKidsInternetSafe and author of Screen Time in the Mean Time:

A Parenting Guide to Get Kids and Teens Internet Safe

and the GKIS Home Starter Workbook.

GK\S HI]ME STARTER WEIRKBEIDK

BY DR, THACY BENNETT

Join Josh Ochs Next Free Online Safety

go?ct':(h\lll\?dl;? g Webinar - "Smart Social" FREEWEBINAR: Q)
are epinar . ow To Navigate The
for Parents Josh Ochs travels the country teaching students, gﬁﬂf::? 52?2.‘.‘&:2 - .

of Kids Age 8-18 schools, and organizations to use their devices with a
Parents: Get a solid social media foundation to purpose, not just a past time. Watch some of his videos
on the "good and bad" of apps at SmartSocial.com

keep your kids safe and smart online

(And Help Your Student Shine Online)

common)sense

media

about sexting

www.commonsensemedia.org
Common Sense is the nation's leading nonprofit organization dedicated to
improving the lives of kids and families by providing the trustworthy
information, education, and independent voice they need to thrive in the 21st
century.

KBRS

GROWING UPIN THE DIGITAL AG

screenagersmovie.com

An award-winning film that probes into the vulnerable corners of family life
and depicts messy struggles over social media, video games, and academics.
The film offers solutions on how we can help our kids navigate the digital

i world.

N \\WEBW

5/ K Wispom BEGINS WITH YoOu Smart Socializing Starts Here L=
. I Safe

O Childnet
International

KIDS ‘ConnectSafely

Klds Com

& CovenantEyes’

about pornography

” twinkl
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http://www.google.com/url?q=http%3A%2F%2Fsmartsocial.com%2F&sa=D&sntz=1&usg=AFQjCNFRBkcDBtPVxWFmEnK-iIaPXOeymQ
https://safesmartsocial.com/social-media-webinar/#start

Parent Take Home Resources

What Can You Do to Keep Your Child Safe

e Teach your child to engage in constructive conversation and avoid name-calling or bullying.
e Explain what type of information should never be shared online.

e Depending upon the age and maturity level of your child, as well as your relationship with
him or her, you might be able to explain why you don’t want your child to access certain
types of material. For example, the sex depicted in pornographic images isn’t generally
representative of real life or our Christian values; a young teen may not recognize that
difference without your guidance.

e Let your kids know they can come to you for help if they encounter someone or something
that makes them feel scared or uncomfortable.

Keep your children safer by making sure to limit the hours that your child can access the internet
on his or her mobile device, and make sure to block sites that you don’t deem appropriate by using
parental controls. It is never too late to talk to your children and teens about apps and social media
sites that you feel are inappropriate for them to be using. With good communication and a little help
from web sites like Netsanity, NetSmartz, Webwisekids, and Josh Ochs, parents can keep their kids
protected and balanced while getting the benefits of being online and using a mobile device!

Many apps allow users to communicate with friends by inputting V
their contact information; however, many apps can be abused by

strangers and online sexual predators if they have a child’s email
address or phone number. Even when there is no public access or the
option to seek out strangers, many kids hand out their user names
and emails on other sites when they think it is a friend of a friend.
This is one tactic online predators use to gain access to more
children.

An app itself may not create any objectionable content, but that is
not to say the user on the other end will not send something
inappropriate to your child.

Most apps start out as a fun way to connect with friends, but if the user is not careful, online
predators can take advantage of this well-meaning form of communication. Always review your
child’s activity and app usage. If possible, use their apps to familiarize yourself with how it works.
You can also check chat history in the app and review older videos, making monitoring past
conversations quite simple.

When allowing your child access to communication apps, it is wise to ensure that they understand

how they work, who can see their activity, and for how long. Teaching them what is appropriate to
share over ANY social media app will go a long way in preventing dangerous behaviors.
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https://netsanity.net/
https://netsanity.net/
https://www.bark.us/blog/grooming-signs-sexual-predators/

1.

10.

n.

Online Safety Rules

I will not give out personal information such as my address, telephone number,
parents’ work address/telephone number, or the name and location of my school.

I will tell my parents or teacher right away if | come across any information that
makes me feel uncomfortable or unsafe.

| will never agree to meet with an on-line “friend” off-line (in person) alone. If the
person a\sking to meetup with me is legit then ﬂ'\ej won't mind meeting me with my
mom, dad, or adult sibling. Unfor‘tuna‘telj, sometimes people pre‘teno{ to be someone
they are not.

I will never send a person my picture, (in a school uniform or anything else) without
first checking with my parents. I will never send a compromising or inappropriate
photo of myself, a friend or even someone | don't like. I will never use photo shop to
hurt someone.

I will not respond to any messages that are mean or in any way make me feel
uncomfortable. I will not say hurtful things about others or spredd/share any kind
of bullying messages.

L will follow family rules that are set for my safety dand protection. I will be a good
online citizen and not do anything that hurts other people or is against the law.

I will not give out any of my passwords to danyone (not even my best friend). I will
keep my password list current with my parents. When | use o public computer, 1 will
logout of the dccounts I've accessed before leaving the terminal.

I will check with my parents before downloading or installing software, any App, or
doing anything that could possibly hurt our devises or jeopardize my family's privacy.

I will remember that there is o\bsolu‘telj no’cking that is private online. Delete sim[olj
means | cannot see it anymore - it can still be in the Cloud or in someone’s screen

shot.

| will remember that my parents dnd teachers just want me to be safe and protected.
I will remember that my digital profile is what people will see when | want a
scholarship, to get into a college, or my Futurejob.

| will learn more about online safety and help my parents and siblings stay informed
and safe too.
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